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Wi-Fi Evolution

« 25 years of constant evolution with faster speeds and density

* Prior to 6E: Spectrum shared in two bands 2.4 and 5 GHz

« 6E and Above: Spectrum shared in three bands 2.4, 5 and 6 GHj
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Wi-Fi 1
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Data Rate:

11 Mbps (max)
20 MHz

QPSK

2.4 GHz Band
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2003

'Wi-Fi 2
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Data Rate:

54 Mbps (max)
20 MHz Channels
64 QAM

5 GHz Band
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Wi-Fi 3
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Data Rate:
54 Mbps (max)

20 MHz Channels

64 QAM

2.4/5 GHz Band

2009

Wi-Fi 4
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Data Rate:

600 Mbps (max)

40 MHz Channel Bonding
4x4 MIMO

64 QAM

2013

Wi-Fi 5
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Data Rate:
7 Gbps (max)

80, 160 MHz Channel Bonding

4 DL MU-MIMO
256 QAM
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2019

Wi-Fi 6

T1ax
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2021

Wi-Fi 6E
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New 6 GHz Band

* Multi-lane expressway for

Wi-Fi
. IIVIore bandwidth

=

=8

.

Data Rate:
9.6 Gbps (max)
80, 160 MHz Channel

Bonding

OFDMA, UL, DL MU-MIMO
1024 QAM, TWT

2024

Wi-Fi 7
T1be

Extremely High
throughput up
to 3x speed

of 11ax
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Data Rate:

23 Gbps (max)

320 MHz Channel Bonding
4096 QAM

MLO, MRU, R-TWT
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Wi-Fi 7 Use Cases
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High-Definition Video
Streaming

Immersive Gaming
Entertainment
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Immersive Learning
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Multiuser AR/VR/XR
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Automotive
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Industrial loT
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What is Wi-Fi 77




Wi-Fi 7 & IEEE 802.11be
Wi-Fi 7 based on IEEE 802.11be amendment
termed as “Extremely High Throughput”

e ( IEEE 802.11be final publication complete.

e [ Wi-Fi 7 R1 spec finalized in Jan ’24. WFA certification for R1 in progress.

R2 certification early 2026.

thorough client interop testing

N N N N

e (Cisco has been closely involved in development of Wi-Fi 7, and advocates for

]
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Wi-Fi 7 Features

2Xx increase in Enhanced spectral
Throughput < > -..

efficienc
320 MHz Multi RU y
in 6 GHz
. . DoOO0oooo Reduced
20% increase in Do000000
00000000 ‘aai
data rates when N . — gjgfhrzs’g'on
compared to Wi-Fi 6 4K QAM ® Block Ack
Wi-Fi 7
(((-))) m
! (11be) o
Increased throughput, Secure Wi-Fi
deterministic latency, MLo | | Enhanced  Network
greater reliability Security

I ZZ:IZI Det inistic Lat
Efficient use of ---- ..... eterministic Latency

spectrum

Triggered UL
Preamble Puncturin S
9 Optimization
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Wi-Fi 7 - 320 MHz channel width in 6 GHz

5925 6425 6525 6875 7125
MHz MHz MHz MHz MHz
< > +——>< > < >

» 9 »

United StatelliE= °° * 20 MHz channels

Canada 29 x 40 MHz channels
S Korea
1200 MHz 5*! 14 x 80 MHz channels

20 MHz Guard

%.ef? 7 X 160 MHz channels

3 x 320 MHz channels Lpi (S e

U-NII-6 U-NII-7 U-NII-8
5925 U-NII-5 U-NII-6

MHz 6425
24 x 20 MHz channels MHz

Europe/CEPT srage |2 X 40 MHz channels

Al = *
Most APAC 6 x 80 MHz channels
500 MHz

. TRETTTI .‘,’-;-
Is this a possibility~ 3

20 MEHZ Guard

3 x 160 MHz channels Note: 3x320 MHz channels LPi

1x320 MHz channels SP -(US)
1 x 320 MHz channels _ 2x320 MHz channels SP - (Canada)

U-NII-5
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Wi-Fi 7 4K-QAM

(MCS12/13) increases the peak PHY data rate

« MCS 12 and MCS 13 indicate a 4096-QAM constellation with a code rate of 3 and 3 respectively

 Very short range and most suited to a 1 antenna client with a multi-antenna AP (beamforming, MRC)

Need very high SNR for 4K QAM | @,

2

Each increment in constellation size reduces range by approx. 50%

Incremental data rate +100% +50% +33% +25% +20%
Relative Range 80 40 20 10 5

4.0AM 16.0aM
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Wi-Fi 7 Multilink (MLO)

2.4 GHz
Access Point Wireless Client
(AP MLD) Method Benefit (Non AP MLD)
Aggregation Throughput
Steering Lower Latency
Redundancy Reliability

MLD: Multi Link Device
]
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Multi-Link Operation (MLO) for more spectrum usage

Multi Link Single Radio
MLSR

()

Only one radio
operational at a
given moment

© 2026 Cisco and/or its affiliates. All rights reserved.

Enhanced Multi Link Multi Radio
Multi Link Single Radio Non-Simultaneous Tx Rx
EMLSR MLMR NSTR
G, ()
(SEELEL) (G 2000)

)

)
i

| -

MLSR, but listening on Using multiple
multiple links in parallel radios to transmit
before selecting one or receive

(not part of the official
Wi-Fi 7 certification)

BRKEWN-2856

Multi Link Multi Radio
Simultaneous Tx Rx

MLMR STR

()

[

Using multiple
radios to transmit
and/or receive

]
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What to practically expect from MLO today

All MLO modes

supported by the APs °

Clients mostly support
EMLSR on 5+6 GHz,
which still provides more
reliable connections to
the same AP

© 2026 Cisco and/or its affiliates. All rights reserved.
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]

MLMR STR support
still limited on clients

If a client supports MLMR STR,

BRKEWN-2856

* it is most likely on 2.4+5 GHz
or 2.4+6 GHz

]
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Wi-Fi 7 Preamble Puncturing

Without preamble puncturing :

.T. Channel Width | Allowed Puncturing

Wasted channels 80 MHz 20 MHz
Interference 160 MHz 20 or 40 MHz
320 MHz 40 or 80 MHz (or)
With preamble puncturing: 20 B0 LAk
\ Puncturing allowed for 80 MHz channel width or wider

Interference

]
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Wi-Fi 7 multiple resource unit (MRU)

OFDM (before Wi-Fi 6)

wlA'N_‘:ackct B
L
’ =

w1 [ 1

One user can have only one RU

wi-ri7 N 0 S

One user can have multiple RUs

OFDMA (Wi-Fi 6 and later)

Resource unit (RU) is a unit to denote a

group of subcarriers (tones) in OFDMA
RU

t

, OFDMA
Ml

7
68
63
58
50 - 57
455 47
» 43
- k)
20 26
22

20

0
6G-ch145-320 M2 6G-ch149-160 MMz 5G-ch149-80 MMz 24G-ch11-20 MMz

o OFDMASMRU  wmOFDMA s No OFDMA

Multiple RUs make efficient use of spectrum

https://blogs.cisco.com/networking/wi-fi-7-mru-ofdma-turning-rush-hour-into-easy-street-for-wireless-traffic
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Wi-Fi 7 - 512 Compressed Block Ack

Block Ack frame exchange sequence

ADDBA Request

| ACK—1 Setup

Wi-Fi 6/6E

. Aggregatlon of upto 256 MPDUs in a W'
single frame.
« Acknowledgement upto 256 MPDUs 'W}

in a single Block Ack Frame

- - BlockaA
Wi-Fi 7 SkReq
« Aggregation of upto 512 MPDUs in a

SemEmEEEEE single frame. ——DELBA Reques; |
seummmmmmn | ©* Acknowledgement upto 512 MPDUs A Tear Down
in a single Block Ack Frame r»/

Sender Receiver

Data & Block Ack

Reduces Protocol Overhead. Improve transmitter’s performance at higher rates.

]
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Cisco’s Wi-Fi 7 AP Portfolio




One Cisco Wireless Access Point

Global Use AP, Unified Product, Single SKU

Cisco Catalyst Management Mode,— - Meraki Management Mode
C9800 & Catalyst Center Stack MR Dashboard Stack

L S )

Join any stack on Day 0, based on Intent
Management Mode Change from Day 1 to N

CCCCC



Wi-Fi 7 Full Portfolio

Wi-Fi 7 for every operational scale

CWo171lI

4 Spatial Streams
2.5 Gig

Omniiiriigiinal

© 2026 Cisco and/or its affiliates. All rights reserved.

CW9172H

6 Spatial Streams
2.5 Gig
Hospitality

CW9172I

6 Spatial Streams
2.5 Gig

Omnidirectional

Wi-Fi 7 | Global Use AP | Unified License | Al Optimized

CW9174E

8/10 Spatial Streams
5 Gig

External antennas

Dec 2025

CW9o174l

8/10 Spatial Streams
5 Gig

Omnidirectional

Dec 2025

BRKEWN-2025

N

CW9176D1

12 Spatial Streams
10 Gig

Integrated Directional

CW9176l

12 Spatial Streams
10 Gig

Omnidirectional

[ UWB

\—’
CWO9179F
16 Spatial Streams

10 Gig
LPV/Stadium

CW9178lI

16 Spatial Streams
10 Gig

Omnidirectional

]
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The Wi-Fi 7 portfolio
H

CleanAir® Pro

CW9179F

16 Spatial Streams
4x4:4 MU-MIMO
across 4 radios, 3 bands
(2.4 GHz, dual 5GHz, 6GHz)

Indoor or Outdoor Use
Dual 10Gbps multigigabit

Accelerometer

Built-in GPS/GNSS, w/ support for ext. antenna

Integrated Hyper-directional Antenna
Global Use AP

New Articulating Mount Option

| &

CleanAir® Pro

CcCwo178I

16 Spatial Streams
4x4: 4 MU-MIMO
across 4 radios, 3 bands
(2.4 GHz, dual 5GHz, 6GH2z)

BLE/loT radio & accelerometer
Dual 10Gbps multigigabit
Ultra Wide Band (UWB)
USB 2.0 - 9W
Accelerometer
Built-in GPS/GNSS, w/ support for ext. antenna

Integrated Omnidirectional Antenna

Same brackets as always

Already Wi-Fi 7 certified!

© 2026 Cisco and/or its affiliates. All rights reserved.



The Wi-Fi 7 portfolio
H e

\ CleanAir® Pro CleanAir® Pro
12 Spatial Streams 12 Spatial Streams
4x4: 4 MU-MIMO 4x4: 4 MU-MIMO
across 3 radios, 3 bands across 3 radios, 3 bands
(2.4/5GHz (XOR), 5 GHz, 6GHz) (2.4/5GHz (XOR), 5 GHz, 6GH2)
BLE/loT radio BLE/loT radio
Single 10Gbps multigigabit Single 10Gbps multigigabit
Ultra Wide Band (UWB) Ultra Wide Band (UWB)
HEE 24U = B USB 2.0 - 9W

A lerometer
cceleromete Accelerometer

Built-in GPS/GNSS, w/ support for ext. antenna Built-in GPS/GNSS, w/ support for ext. antenna

Integrated Omnidirectional Antenna Integrated Directional Antenna (70x70)

Same brackets as always

Already Wi-Fi 7 certified!

]
© 2026 Cisco and/or its affiliates. All rights reserved. CIsco



Antenna differences between CW9176l and CW9176D1

2.4 GHz (80x80)

R "o manll T
5 & 6 GHz (70x70)
CW9176I designed with an integrated CW9176D1 designed with an integrated
omni-directional antenna ceiling mount for directional antenna allowing the coverage
a “360 degree” coverage pattern - ideal pattern to favor the area the AP is facing -

for offices, conventional buildings ideal for warehouse, auditoriums etc.

© 2026 Cisco and/or its affiliates. All rights reserved.
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The Wi-Fi 7 portfolio

© 2026 Cisco and/or its affiliates. All rights reserved.

L o

CW9174I/E

8 or 10 Spatial Streams
2x2:2 on 2.4GHz and 4x4:4 on 5GHz
and 6GHz
-Or-
4x4:4 on 2.4GHz and 5GHz
BLE/loT and dedicated scan radio
Single 5Gbps multigigabit uplink
USB 2.0 - 9W | DC Power Jack

Extended operating temperature
range, -20C to 50C (9174E only)

Integrated Omnidirectional or
DART-8 External Antenna

Global Use AP

Same brackets as always

Compared to CW91761/D1:
2x2 2.4GHz in Tri-radio mode
No GPS
No UWB
No Dual 5GHz
5Gbps Uplink

~

J

]
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The Wi-Fi 7 portfolio

CleanAir® Pro R CleanAir® Pro
6 Spatial Streams 6 Spatial Streams
2x2:2 across 3 radios, 3 bands 2x2:2 across 3 radios, 3 bands
(2.4GHz, 5GHz, 6GH2) (2.4GHz, 5GHz, 6GH2)
-or- BLE/loT and dedicated scan radio
2x2:2 on 2.4GHz and 4x4:4 on 5GHz Single 2.5Gbps multigigabit uplink

BLE/loT and dedicated scan radio 3x 1Gbps LAN port with 1x POE out

Single 2.5Gbps multigigabit uplink 1x Passthrough port

USB 2.0 - 4.5W

DC Power Jack
Integrated Omnidirectional Antenna

Global Use AP

Same brackets as always. 9172H compatible with Meraki or Catalyst brackets
]

© 2026 Cisco and/or its affiliates. All rights reserved. CIsco

Integrated Omnidirectional Antenna
Global Use AP



The Wi-Fi 7 portfolio

CleanAir® Pro

CWo171I

4 Spatial Streams
2x2:2 across 2 radios, 3 bands
(2.4GHz, 5GHz or 6GHz)

BLE/IoT and dedicated scan radio

Single 2.5Gbps multigigabit uplink
USB 2.0 — 4.5W

DC Power Jack
Integrated Omnidirectional Antenna
Global Use AP

Same brackets as always.
]
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Global Use AP
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Map of a Global Use AP’s journey

Day 0 Day 1 Day 2 Day 3

First boot only Normal operation - run the Migration Factory reset
Global Use AP Onboarding network

(“GUAPQO”)

Out

Factoi reset
of box

4 )
“Should | be Meraki or Catalyst mode?” _
Country Resolution
”Let me first check if | can connect to (Day 0)
dashboard and I’'m added to a Meraki
network. If not, let me look for a Bypass using
s controller (WLC/CatC)” ) Fast Offline Migration (FOM)

GUAP Deployment Guide: https://www.cisco.com/c/en/us/td/docs/wireless/access_point/technical-reference/global-use-ap-dg.html ol

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2025 CIsco



Let’s zoom in on “Country Code”

When APs are in WLC mode, APs will determine their Country Code in one of the following ways

For APs with integrated
GNSS/GPS - use this

Learn from nearby (RF)
APs on same WLC

(or) through CDP/LLDP
APs on same switch/WLC

Which
country
should |

operate in?

Download a
APs migrated from Regulatory Regulatory Activation
Dashboard will retain From Migration Activation File (RAF) from
the country code they File Dashboard, that can

were operating in be installed on WLC

Country Code determination is only done once - unless the admin triggers a country reset.

i.e. APs will not auto-change country codes, but network admins can change it!

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2025



Day 0 Workflow

Out of box
AP/Factory Reset
(No config)
Power On
Boot Loader
Yes
AP Claimed in Meraki Cloud
Dashboard? Reachable? - - -
Note: *FOM - Fast offline migration
(Quick migration to WLC Mode)
Yes No No
No Use DHCP/DNS
FOM Config FOM Config . . Optigns
v Available? * Available? * > Wait 8 minutes > (Offline
Migration)
Join Meraki
lYes
Yes WLC Reachable
Yes W:ﬁ;\e}zﬁgable < and Valid
v Migrate to WLC
Migrate to WLC S
UL 9 Migrate - :
Migrate g Use GPS/GNSS, Proximity, RAF to obtain country code UN
to WLC? WLC Mode < Mode

© 2026 Cisco and/or its affiliates. All rights reserved.
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Network Infrastructure




Cisco Wireless AP to switch connection

AP negotiates power, speed and duplex
at boot time via CDP/LLDP

MGig switchport is recommended as

Wi-Fi 6E/7 speed may exceed 1 Gbps

Cabling: Cat 6A preferred.

CDP = Cisco Discovery Protocol ,
- LLDP = Link Layer Discovery Protocol .
- Cat = Category (of ethernet cable)

]
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Cisco 9176 mGig Results

2.4 (20 MHz), 5 (160 MHz), 6 (320 MHz)

4.87x More Throughput 5x More Throughput 5.6x More Throughput
5000 6000 l
4500 4.5x More Throughput
4000 >000 l
(72]
g 300 & 4000
= 3000 -
- =
2 2500 £ 3000
5 2
3 2000 o
£ 1500 g 2000
=
1000 - 1000
=
0 0
UDP TCP UDP TCP
H 10 GbE m 2.5 GbE m 1 GbE ® 10 GbE m 2.5 GbE m1 GbE

]
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Power Considerations
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AP Power Consumption

PoE Power Negotiation happens at boot
time through CDP/LLDP

Power allocation is what you need to
consider for power budget

Actual Power consumption is dependent

on the AP operation
Power Allocated

48.3 W 16.5 W

]
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Recap of Power Over Ethernet Standards

Spec Known as
ITEyEpEes102.3af PoE
ITEyEpEeszoz.sat PoE +
;II-EyEpEe8?E)2.3bt PoE++, Cisco UPOE
;II-EyEpEegdz)z_gbt Cisco UPOE+

© 2026 Cisco and/or its affiliates. All rights reserved.

Class

Class 1

Class 2

Class 3

Class 5

Class 7

Class 8

Min PSE Output Power
4 W
7 W

15.4 W

45 W

75W

90 W

BRKEWN-2025

Reference

Min PD Input Power
3.84 W
6.49 W

12.95 W

40 W

62 W

71.3 W

]
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PoE Requirements

e

CW9179F cW

J.

9174l & E

CW9172] CW9172H

CW9I171l

© 2026 Cisco and/or its affiliates. All rights reserved.

IEEE 802.3bt Type 3, Class 6
(For full operation)

IEEE 802.3bt Type 3, Class 5
(For full operation)

IEEE 802.3bt Type 3, Class 5
(For full operation)

IEEE 802.3bt Type 3, Class 5
(For full operation)

BRKEWN-2025

IEEE 802.3at Type 2, Class 4
(Reduced Spatial Streams,
Ethernet @2.5 G, No USB)

IEEE 802.3at Type 2, Class 4
(Reduced Spatial Streams,
Ethernet @2.5 G, No USB)

IEEE 802.3at Type 2, Class 4
(Ethernet @2.5 Gig, No USB)

IEEE 802.3at Type 2, Class 4
(No USB, No PoE Out)

IEEE 802.3at Type 2, Class 4

(For full operation)

cisco



Deploying Wi-Fi 7 APs and
endpoints provides pervasive
support for 6 GHz (and WPA3)



The new 6 GHz band (starting from Wi-Fi 6E)

5925 6425 6525 6875 7125
MHz MHz MHz MHz MHz

59x 20 MHz channels

29x 40 MHz channels

U-NII-5 i U—NII—6 - U-NII-7 U-NII-8

L 5955 MHz: central frequency of the first 20 MHz channel
=» starting at 5925 MHz + 20 MHz of guard band + 10 MHz to get to the center of the first 20 MHz channel

]
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For ETSI, only U-NII-5 is available “for now”

5925 6425
MHz MHz

24x 20 MHz channels

3x 160 MHz channels

U-NII-5

L 5955 MHz: central frequency of the first 20 MHz channel
=» starting at 5925 MHz + 20 MHz of guard band + 10 MHz to get to the center of the first 20 MHz channel

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2856
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RF design considerations for 6 GHz

AP antenna patterns for 6 GHz
are similar to 5 GHz

Assuming the same Tx power,
the 5 GHz cell is slightly larger
than 6 GHz

alaln
© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2856 CIsco



RF design considerations for 6 GHz

AP replacement for existing deployments:
* If power levels are 3-4 on 5 GHz radios

o Similar coverage pattern between 5 GHz and 6 GHz

o 6 GHz radios likely with one power level higher than 5 GHz

* If power levels are 1-2 on 5 GHz
o More APs may be necessary for similar 6 GHz coverage

o ~10-20% additional access points

6 GHz
14 dBm

o A site survey is probably needed

For new deployments, a site survey is always recommended

alfbal ]l
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RF Profiles for limiting the lowest Tx power
(Catalyst) Configuration > Tags & Profiles > RF/Radlo

Add RF Profile Add RF Profile

General 802.1) RRM Advanced 802.11ax 802.11be General 802.11 REM Advanced BO2.11ax 802 11be
Configuring Associsied RF Profle Status will result In loss of con T Configuring Associated RF Profle Status will result in loss of connectivity of all cllents acrass 802.11be enabled
A > radiog of the APy TWO RF PrOfl Ies for 5 a nd 6 G HZ rodios of the APz
applied through RF Tag(s)
Name* RF_PRFL_5GHz_TPC Name* RF_PRFL_6GHz_TPC
Radio Band 5 GHz Band v Radio Band 6 GHz Band v
Status enameo () Status | enasceo |
Description Entar Description Description Enter Descripbon
NDP Made [ auto B NDP Mode [auto kil
Add RF Profile x AFC Add RF Profile *
| od Genem B02.11 RRM Advanced 802.11ax 802.11bs Standard-Power| Genera Bo2.11 RRM Advanced B02.17ax 802.11be
L —— Stancavd Power(SP) e
b sutormsticady stoy
General Coverage TPC DCA sk £ General Coverage TPC DCA
Transmit Power Control Transmit Power Control
'O Cance
Maximum Power Level(d8m)* 30 b — Maximum Power Level{dBm)* 30
Minimum Power Level{(dBm)* 5 M I nlmu m power Ievel On 6 GHZ IS Minimum Power Level(d8m)* 8
3 dB higher than on 5 GHz
Pawer Control Threshald{dBm)* -70 Power Control Threshcid(dBm)* -70

O Cancel | Apply to Device O Cancel | : Appdy to Device

]
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RF Profiles for limiting the lowest Tx power
(Meraki) Wireless > Radio Settings > RF profiles

‘dice Meraki

oo  Global Overview

* Quganization
Federico Ziliotta
2 Netwaork
Lab Network

Notwoark-wide

Turn off 5 Gz radio

Channel width

Channel assigninent method

See band sefection above

Aute

Jnless manualy overndden, Aut

o Asswance

annel will s38ign radios to

channeds wit

= Wirgless

Organization

"o e Automation

0 Find in Menu

Aackio transmit power range
Dlaname ahomat Salancs
e A
Minmum bitrate e
BD2.1b dovices nat supporied
Disable

© 2026 Cisco and/or its affiliates.

Minimum power level on 6 GHz is
2 dB higher than on 5 GHz

All rights reserved.

Meraki

o+ Global Overview

pe Crganization
Federico Ziliotto

Netwark
Lab Network

Network-wide

o Assurance

= Wircless

1Zzation

*+ Automation

0 Findin Menu

Turmn off 6 GHz radio

Channral wigth

Channel assignmant method

6 Gt

See boand salaction above

Auto

Manun

Unigss manualy avemdoen, AutoChannal will assign radies to channsis with law Iinterference

Trongmet forthes

NALGS
Radio ransmit power range
ppe THL TNor1ee
{aBm)
at
Minimum tarate
Lower Density

Hgrer Denest

BRKEWN-2856
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More antennas, better MRC and Tx MCS

The more antennas the better the Rx signal resiliency and the Tx signal SNR / MCS

As of 802.11n, MIMO brought
us MRC (Maximum Ratio
Combining), which leverages
multiple receiving antennas to
combine multiple received
signals and increase the overall
(received) signal strength.
Also, more transmitters bring
better beamforming towards
the client (even if 2x2), hence
improving the overall SNR and
ultimately the MCS (Modulation
Coding Scheme).

(even with 2x2 clients)

]
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802.11be / Wi-Fi 7 must be globally enabled

Catalyst

Configuration > Radio Configurations > High Throughput > 2.4/5/6 GHz Band
. |

High Throughput

6 GHz Band Hond Hz B @

S5Mes SAmMCs ASMNCE

ap dotll 24ghz dotllbe
ap dotll 5ghz dotllbe
ap dotll 6ghz dotllbe

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2856

* 11be support is
disabled by default

 Enabling it will cause
Wi-Fi 7 capable and
enabled radios to
reset
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802.11be / Wi-Fi 7 must be globally enabled

Meraki

Wireless > Radio Settings > RF profiles

@ All SSIDs Per SSID Group *'®
y

SSID Group 802.11be @

SSID#l -4 @  11be support is
disabled by default

«  With MR 31.1.x all
SSIDs must be 11be
compliant
e« Asof MR 32.1.4 we

SSID #5 - 8 a» can enable Wi-Fi 7

SSID #9 - 12 a» per SSID groups

SSID #13 -15

]
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Wi-Fi 6E & 7 security for Enterprise (802.1X)

Main examples/combinations

WPA type AKM[s] Fast transition PMF (ccf\\nis1 28) GCMP256** | Compatibility Notes
. Wi-Fi 6E GCMP256 added to 17.18.3
WPAS Enterp. | 802.1X-SHA256 Disabled v v v Wi-Fi 7 | Compatibility issues with some Wi-Fi 7 clients
* Wi-Fi 6E GCMP256 added to 17.18.3
WPAS3 Enterp. FT+802.1X Enabled v v v Wi-Fi 7 | Compatibility issues with some Wi-Fi 7 clients
802.1X-SHA256 Wi-Fi 6E GCMP256 added to 17.18.3
WPAS Enterp. FT + 802.1X* Enabled v v v Wi-Fi7 | Compatibility issues with some Wi-Fi 7 clients
WPA3 Enterp. SUITEB192-1X Disabled v X v V\\,’\}i'_FF'i67E
GCMP256 added to 17.18.x
802.1X Legacy Compatibility issues with some Wi-Fi 7 clients
WPA3 Ent 802.1X-SHA256 Enabled Optional v v Wi-Fi 6E* Allows legacy clients on 2.4/5 GHz
nierp. FT + 802.1X Wi-Fi 7% " In 6GHz PMF is broadcasted as mandatory
Max. Compatibility Focus
802.1X Any Any v X (Ntegﬁ?n No 802.11be, no 6GHz

* still uses SHA256, even if not explicit in its naming

** GCMP256 not supported in C9105, C9115 and C9120

© 2026 Cisco and/or its affiliates. All rights reserved.
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AKM = Authentication and Key Management
SHA256 = Secure Hash Algorithm (SHA) 256 bit
PMF = Protected Management Frame
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Enterprise (802.1X) for 6 GHz, Wi-Fi 7 & compatibility

Catalyst

Configuration > Tags & Profiles > WLANSs

General Security Advanced Add To Pr
Layer2 ayer3 AAA
WPA + WPA2 ® WPA2 + WPA3

MAC Fiitering

L.obby Admin Access

WPA Parameters

WPA Policy
GTK Randomize

Transition Disable

WRPRAZ Palicy
WRPRAZ Policy

Beacon Protection

WPA2/WPA3 Encryption

AES(CCMP128)

GCMP128

CCMP256

GCMP256

Protected Management Frame

PMF Optional
Asscciation Comeback Timer® 1
SA Query Time* 200

Static WEP None
Fast Transition
Status Enabled v
Qver the DS
Reassociation Timeout * 20
Auth Key Mgmt (AKM)
802.1X FT + 802.1X
802.1X-SHA256 CCKM
PSK FT + PSK
PSK-SHA256 SAE
FT + SAE SAE-EXT-KEY

FT + SAE-EXT-KEY

© 2026 Cisco and/or its affiliates. All rights reserved.
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WPA2 + WPAS settings:

* Beacon Protection

« AES(CCMP128)

PMF: Optional (automatically enforced for 6 GHz)
Fast Transition: Enabled

AKMs:

« 802.1X

« FT + 802.1X

« 802.1X-SHA256

v" GCMP supported on Catalyst in 17.18.3
v Some Wi-Fi 7 endpoints today enforce GCMP256
when associating to a Wi-Fi 7 enabled SSID

]
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802.11be Profiles allow disabling Wi-Fi 7 per-WLAN

Catalyst

Configuration > Tags & Profiles > 802.11be

Add 802.11be Profile

Profile Name* 11be_PRFL_WIi-Fi_7_OFF

Description Description

OFDMA Multi-RU ’. DISABLED

Edit WLAN

MLO Group Dual Neighbor List

Primary 2.4GHz ‘. DISABLED | BSS Max Idle Servica
Primary 5GHz ‘- DISABLED | BSS Max Idle Protected

Secondary 5GHz \. DISABLEL Directed Multicast Service

Primary 6GHz ‘. MSABLED Configuration of "1 1v BSS Disassociation Irmminent’ is
! supported from Command Line Intetrface (CLI) only

O Cancel

11be
802.11be Profile 1ibe PRFL_..
. . Select a value
802.11be Profile to be applied under the 11ax 1158 PRELWH-
Advanced settings of a WLAN Profile | A
(example to disable Wi-Fi 7 on all radios/bands) Enable 11ax © e
© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2856
OFDMA Downlink
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Enterprise (802.1X) for 6 GHz, Wi-Fi 7 & compatibility

Meraki

Security  weas s

Q Enterprisa with

my RADIUS server =

Security settings:

* Enterprise

« WPA3 Transition Mode

« 802.11w Enabled (automatically enforced for 6 GHz)
« WPA3 Cipher Suite GCMP 256

Disabled

WPA3 Transition Mode «

8021w O © Enatled (show unsupparted cients)

Reaguired (react ungupportad clients)

Mandatory DHCP

Disabled
Local Auth Fallback € Disabled
Advanced WPA3 settings
WPA3 Cipher Sulte B2 come2ua
]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2856
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Wi-Fi 6E & 7 security for Personal (passphrase)

Main examples/combinations

AES

WPA type AKM[s]* Fast transition PMF (CCMP128) GCMP256** | Compatibility Notes
WPA3 P FTS—ASI,EAE Enabled y y ¥ '\\',f/’i'_eF?%cEy AES (CCMP128) allowed in I0S-XE 17.15
° | SAE-EXT-KEY nabie Wik 7 GCMP256 mandatory in I0S-XE 17.18
FT + SAE-EXT-KEY
gilé Legacy Transition may need H2E/HPN
. >94 AES (CCMP128) allowed in I0S-XE 17.15
WPA3 Pers. | ¢ AEF_TEfTA_EKEY Enabled Optional v v V\\,’\'/i_FF'i67E GCMP256 mandatory in 10S-XE 17.18
ET-SAE-EXT-KEY Max. Compatibility Focus
PSK Legacy
SAE Enabled Optional v X Wi-Fi 6E No 802.11be, but 6 GHz supported
WPAS Pers. FT-SAE No Wi-Fi 7
PSK Disabled X v X (Ntegsgn No 802.11be, no 6 GHz

* SAE hash to element (H2E) is required for Wi-Fi 6E & 7, FT strongly recommended when using any SAE
** GCMP256 not supported in C9105, C9115 and C9120

© 2026 Cisco and/or its affiliates. All rights reserved.
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AKM = Authentication and Key Management !
SAE = Simultaneous Authentication of Equals '
PMF = Protected Management Frame i
H2E = Hash to Element '
HPN = Hunting and Pecking :



GCMP256 and roaming

« Changing ciphers (GCMP256 to AES or vice versa) when moving between APs requires a
brand-new association: not supported for roaming

« A (Wi-Fi 7) client initially associated to an AP with GCMP256 and moving to an AP supporting
AES (CCMP128) only will have to associate from scratch

_______________ P) P
Wi-Fi 7/6E Wi-Fi 5/6
SSID configured for AES + GCMP256 SSID configured for AES + GCMP256
AP supporting AES + GCMP256 AP supporting AES + GCMP256

Client associated with GCMP256 Client can roam with GCMP256

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2856 CIsco



GCMP256 and roaming

« Changing ciphers (GCMP256 to AES or vice versa) when moving between APs requires a
brand-new association: not supported for roaming

« A (Wi-Fi 7) client initially associated to an AP with GCMP256 and moving to an AP supporting
AES (CCMP128) only will have to associate from scratch

Wi-Fi 7/6E Wi-Fi 5/6
SSID configured for AES + GCMP256 SSID configured for AES + GCMP256
AP supporting AES + GCMP256 AP supporting
Client associated with GCMP256 Client needs to associate again with AES

« Today this corner case applies to SAE/Personal/passphrase and OWE/guest SSIDs
« Some former AP series (MR Wi-Fi 5 APs, 1800, 9105, 9115, 9120) do not support GCMP256

alfbal ]l
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Personal (passphrase) for 6 GHz, Wi-Fi 7 & compatibility

Catalyst

Layer2

WPA Parameters

Fast Transition

Auth Key Mgmit (AKM)

400

© 2026 Cisco and/or its affiliates. All rights reserved.
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WPA2 + WPAS settings:

 Beacon Protection

« AES(CCMP128)

« GCMP256

PMF: Optional (automatically enforced for 6 GHz)
Fast Transition: Enabled

AKMs:

« PSK

 SAE, FT + SAE

« SAE-EXT-KEY, FT + SAE-EXT-KEY

v This configuration technically supports any 6 GHz
and Wi-Fi 7 endpoint, as well as more legacy ones
requiring basic WPA2 PSK

v It is as secure as its weakest security level

v Are legacy endpoints (e.g. loT) ready for all the
latest 6 GHz / Wi-Fi 7 information elements?

]
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Personal (passphrase) for 6 GHz, Wi-Fi 7 & compatibility

Meraki

Security w

Advanced WPA3 settings

WPA3 Cioher Sulte

[ <
£ ¢ B

WPAZ AKM Suite

© 2026 Cisco and/or its affiliates. All rights reserved.
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Security settings:

Password

WPAZ3 Transition Mode

802.11w Enabled (automatically enforced for 6 GHz)
WPAZ3 Cipher Suite GCMP 256

WPA3 AKM Suite SAE, SAE-EXT

v This configuration technically supports any 6 GHz
and Wi-Fi 7 endpoint, as well as more legacy ones
requiring basic WPA2 PSK

v It is as secure as its weakest security level

v Are legacy endpoints (e.g. loT) ready for all the
latest 6 GHz / Wi-Fi 7 information elements?

]
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Wi-Fi 6E & 7 security for Personal (passphrase)

Main examples/combinations

AES

WPA type AKM[s]* Fast transition PMF (CCMP128) GCMP256** | Compatibility Notes
FTS—ASI,EAE No legacy '
WPAS Pers SAE-EXT-KEY Enabled v v V\\,’\'/i'_FF'i67E GCMP256 mandatory in I0S-XE 17.18 |
FT + SAE-EXT-KEY '
PSK .
SAE Legacy Transition may need H2E/HPN
WPA3 Pers. | o vy Enabled | Optional v e GCMP256 mandatory in I0S-XE 17.18
ET-SAE-EXT-KEY Max. Compatibility Focus
PSK Legacy
SAE Enabled Optional v X Wi-Fi 6E No 802.11be, but 6 GHz supported
WPAS Pers. FT-SAE No Wi-Fi 7
PSK Disabled X v X (No e 7 No 802.11be, no 6 GHz |

* SAE hash to element (H2E) is required for Wi-Fi 6E & 7, FT strongly recommended when using any SAE
** GCMP256 not supported in C9105, C9115 and C9120

Do our loT endpoints really need Wi-Fi 7 or do they really support 6 GHz?
Would we be better off with a dedicated WPA2 SSID for legacy and a dedicated WPA3 SSID for all the new stuff?

© 2026 Cisco and/or its affiliates. All rights reserved.
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AKM = Authentication and Key Management !
SAE = Simultaneous Authentication of Equals
PMF = Protected Management Frame i
H2E = Hash to Element '
HPN = Hunting and Pecking :



WPA3 Personal for 6 GHz & Wi-Fi 7

Catalyst

Jereral  Security

Layer2

WPA + WPA2

MAC Filtering

Lobby Admin Access
WPA Parameters

WPA Policy

GTX Randomize

Transition Disable

WPAZ/WPA3 Encryption

WPA2 « WPAD

& WPAJ

WPAZ Policy

WPAS Policy

Beacon Pratection

AES{CCMP128)
GCMP128

COMP256

GCMP256

Protected Management Frame

PMVF Reguired
Association Comeback Timer* 1
SA Query Time* 200

Static WEP None
Fast Transition
Ststus Enatleds -
Over the DS
Reassociation Timeout 20

Auth Key Mgmt (AKM)

FT » 802X

802.1X-SHA256

SUITEB192-1X OWE
SAE FT « SAE

SAE-EXT-KEY

+ SAE-EXT-KEY

Antl Clogging Threshold*

Max Retres*

Retransmit Timeout*®

PSK Forrmat

PSK Type

Pre-Shared Key*

SAE Password Element ©

1500

5

400

ASCa

Unencrypted

Bom H2E and

© 2026 Cisco and/or its affiliates. All rights reserved.
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For your
reference

WPA3 settings:

* Beacon Protection

« AES(CCMP128)

« GCMP256

PMF: Required

Fast Transition: Enabled

AKMs:

 SAE, FT + SAE

« SAE-EXT-KEY, FT + SAE-EXT-KEY

This configuration supports any 6 GHz and Wi-Fi 7
endpoint, as well as more legacy ones supporting
WPA3 too

]
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WPA3 Personal for 6 GHz & Wi-Fi 7 % For your

reference
Meraki

Security

Security settings:

Password

WPA3 only

802.11w Required

oarcrgentit o valated Wi SO21X o a6s0clao WPAZ3 Cipher Suite GCMP 256
WPA3 AKM Suite SAE, SAE-EXT

=
>
=
o
-
°

This configuration supports any 6 GHz and Wi-Fi 7
endpoint, as well as more legacy ones supporting
WPA3 too

Kentity FSK without RADIUS

WHA encrypton O W2A3 only =

Manaatory DHCP Emablec Disabled

Advanced WPA3 settings

WPA3 Cipher Suite B2 comp29s
WPA3 AXM Suite [ 13
B sak-e

]
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Wi-Fi 6E & 7 security for Enhanced Open (OWE)

Main examples/combinations

WPA type AKM[s] Fast transition PMF (CC?/IEDS‘I 28) GCMP256* | Compatibility Notes
Enhanced . Wi-Fi 6E
Open OWE Disabled v v Wi-Fi 7 GCMP256 mandatory in 17.18
Enhanced . Wi-Fi 6E
Open OWE Disabled v v X No Wi-Ei 7 No 802.11be, but 6GHz supported
Legacy
snhanced OWE-Transition Disabled N/A v X No Wi-Fi 6E Mo 802.110e, no 69z supporied.,
P No Wi-Fi 7 P P

..................................................

* GCMP256 not supported in C9105, C9115 and C9120 SWE } gUthe:ttiC?tiQan\a/pdlKey Eﬂanaggment
. = Opportunistic Ireless encryption |

*% . 1 H - - i - i - -
see https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217737 | PMF = Protected Management Frame i
configure-enhanced-open-ssid-with-transi.html s Sisss

If we are introducing an OWE SSID next to a former Open SSID, for the same guest use case, we should better keep
them segmented on different networks/VLANs/VRFs

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2856 CIsco
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Enhanced Open (OWE) for 6 GHz and Wi-Fi 7

Catalyst

WPA +« WPA2 WPA2 + WPA3

Lobby Admin Access
WPA Parameters

WPA Palicy WPA2 Policy

e WPA3

1 .
| MAC Fitering I For CWA or other web portal scenarios

GTK Randomize WPA3 Palicy

Transition Disable

Beacon Protection

WPAZ/WPA3 Encryption

Static WEP None

Fast Transition

Status Disabled v
Over the DS
Reassociation Timeocut * 20

© 2026 Cisco and/or its affiliates. All rights reserved.

AES(CCMP128) v CCMP256
GCMP128 GCMP256 Auth Key Mgmt (AKM)
FT + BDZ.1X B02,1X-SHA256
Protected Management Frame SUITEB192-1X I OWE I
SAE FT + SAE
i S SAE-EXT-KEY FT + SAE-EXT-KEY
(S
Assaociation Comeback Timer* 1 : Transition Mode WLAN (D :
[ — e e e ]
SA Query Time* 200 :
1
1
]
1
4

Note: OWE still supports any type of portal
redirection technique, just like other SSIDs

(9800’s internal web portal, external web portals,

LWA, CWA, Spaces, etc.)

WPAS3 settings:
 Beacon Protection

« AES(CCMP128)

« GCMP256

PMF: Required

Fast Transition: Disabled
AKM: OWE

No Transition Mode if we want to keep
support for 6 GHz / Wi-Fi 6E / Wi-Fi 7

BRKEWN-2856
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Enhanced Open (OWE) for 6 GHz and Wi-Fi 7

Meraki

Security osportunisic W

Note: OWE still supports web portal redirection
configuration, under the “Splash page” options

© Opporturstic Yareless Encryption (OWE)

Security settings:

: « Opportunistic Wireless Encryption (OWE)
Sm— « WPA3 only

« 802.11w Required

« WPA3 Cipher Suite GCMP 256

MAC-based access controd (v encryption)

d SK with RADILIS
d itha A
WPA encryption © WPA3 oly =
2w
O Re

ndat
Advanced WPA3 settings
WPA3 Cipher Suite GCMP 256

]
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Wi-Fi 7/802.11be - Enable Globally in

Catalyst
11be disabled by default

Catalyst

== 3

ap dotll 24ghz dotllbe
ap dotll 5ghz dotllbe
ap dotll 6ghz dotllbe

© 2026 Cisco and/or its affiliates. All rights reserved.
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Wi-Fi 7/802.11be profile configuration

Catalyst

Finer control of disabling 11be per WLAN and band.

Profile Name*

Description

OFDMA Multi-RU

MLO Group

Primary 2.4GHz

Primary 5GHz

Secondary 5GHz

Primary 6GHz

Add 802.11be Profile

’ 11be Profile

‘ Non-default Profile

enaBLeD [

9
w
>
m
rr
m
o

enasLeD [
enasLeD [

enasLeD [

4

| Apply to Device

Apply under Advanced Settings of WLAN

v

Above example disables 2.4 GHz band for Wi-Fi 7 MLO

© 2026 Cisco and/or its affiliates. All rights reserved.
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Edit WLAN
Per AP Per WLAN ‘ 0
Per AP Radio Per WLAN ‘ 200

11v BSS Transition Support

BSS Transition v
Dual Neighbor List

BSS Max ldle Service |v
BSS Max ldle Protected

Directed Multicast Service v

Configuration of 'T1v BSS Disassociation Imminent’ is
supported from Command Line Interface (CL!) only

11be

802.11be Profile 11be Profile

v

]
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Wi-Fi 7/802.11be - Enable per SSID Group

Meraki

Wireless > Radio Settings > RF profiles

802.11be

All SSIDs Per SSID Group BETA Off
N
SSID Group 802.11be

v SSID#1-4

#1 wifi7-test

#3 testwpa3
> SSID#5-8
> SsIlD#9-12
> SsSID#13-15

Please check documentation for more details.

* 11be support disabled by default

- Allowed to enable, if security settings of all WLANSs in a group comply with Wi-Fi 7 (1-4, 5-8, 9-12, 13-16)

© 2026 Cisco and/or its affiliates. All rights reserved.
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WLAN Security




Wi-Fi 7 Security

-

\_

WPA3/Enhanced Open
Mandatory for Wi-Fi 7

~

J

Enhanced ciphers
(GCMP256)*

\

Protected Management
Frame (PMF) Mandatory

4 )
New AKM support for
WPA3-Personal*
\ J
~N
©
Wi-Fi7 ~N

_/

Beacon Protection*

* New enhancements in Wi-Fi 7, when compared to Wi-Fi 6E

22222222222
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Wi-Fi 7 Security

Wi-Fi 7 brings new AKM support for WPA3-SAE and new increased ciphers for ALL
WPA3 /OWE mandatory for EHT (11be MCS rates) & MLO

Reference

Cipher: GCMP 256 - Better Encryption & Speed; AKM: Better security

Legacy (Wi-Fi 5) Wi-Fi 6 Wi-Fi 6E (6 GHz) Wi-Fi 7
Open Open Enhanced Open Enhanced Open
(OWE support required) (AKM: OWE) (AKM: OWE)
(Cipher: CCMP128) (Cipher: CCMP128 and GCMP256)
WPA1/WPA2/WPA3 WPA2/WPA3 Transition/ WPA3-Personal, WPA3-Personal,
Transition WPA3-Personal, PMF Mandatory PMF Mandatory
WPA3-Personal, PMF Optional (AKM: SAE, FT+SAE) (AKM: SAE-EXT-KEY, FT-SAE-EXT-KEY)
PMF Optional (WPA 2 - AKM - PSK, FT+PSK, PSK  (Cipher: CCMP128 or AES) (Cipher: CCMP128 and GCMP256)
(SHA-256))
(WPA 3 - AKM - SAE, FT+SAE)
(Cipher: CCMP 128 or AES)
WPA1/WPA2/WPA3 WPA2/WPA3 Transition/ WPAZ3 Enterprise, WPA?3 Enterprise,
Transition/ WPA3-dot1x (Enterprise), PMF Mandatory PMF Mandatory
WPA3-dot1x PMF Optional (AKM: FT+802.1x, 802.1x- (AKM: FT+802.1x, 802.1x-SHA256,
(Enterprise), (AKM 802.1x, FT+802.1x & 802.1x- SHA256, 802.1x-SuiteB) 802.1x-SuiteB)
PMF Optional SHA256, 802.1x-SuiteB) (Cipher: CCMP128, GCMP (Cipher: CCMP128, GCMP128 &

© 2026 Cisco and/or its affiliates. All rights reserved.

(Cipher: AES, CCMP 128, GCMP128
VP O

128 & GCMP 256)

Clients connecting to lower security, can connect to 2.4 & 5 GHz bands of Wi-Fi 7 AP, but restricted to 11ax or earlier. No 11be rates & MLO

Note: All devices since 2018 are required to support WPA3, regardless of generation
BRKEWN-2025

GCMP 256)
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Wi-Fi 7 Beacon Protection

Beacons protected with an Integrity Check
(«l»)

WPA3 4 Way Handshake S I
M3: [Beacon Integrity Key] [MIC]

Beacon [IEs, MICJ Beacon [IEs, MIC1J

Channel A Channel B ®

Prevents beacon forging by attacker




Wi-Fi 7 WLAN Design Considerations

What options would you have?

?All-In” Option: Reconfigure the existing WLAN to WPA3, one SSID
for all radio policies (2.4/5/6 GHz) - Most unlikely

“Multiple SSIDs” Option: Redesign your SSIDs, adding specific
SSID/WLAN with specific security settings - Most flexible

“One SSID” Option: Use Transition Modes to support multiple
security - Most typical

Wi-Fi 7 APs can broadcast SSIDs with lower security; No 11be rates & MLO

]
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What is WPA3 Transition Mode ?

2.4 GHz
Single SSID that supports WPA2+WPA3
* Multiple AKMs
« Multiple Ciphers
« PMF allowed
. Broadcast WPA2+WPA3 in 2.4 and 5 GHz ' "% WPA2,
WPA3 WPA3

Wi-Fi 6E/7

Broadcast WPA3 only in 2.4 and 5 GHz

WPAZ2 Client
2.4 or 5 GHz

Accommodates Wireless Clients with different security capabilities and standards

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2025

2

6 GHz

WPA3

Y,

WPAZ3 Client
2.4/5/6 GHz
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What about Roaming ?

Wi-Fi 7 Wi-Fi 6

SSID: WPA3/SAE+SAE-EXT-KEY/AES + GCMP256 SSID: WPA3/SAE+SAE-EXT-KEY/AES + GCMP256
Client associated with SAE-EXT-KEY + GCMP256 Client associated with SAE-EXT-KEY + GCMP256
j—
_____________ -
2

 Seamless roam is possible, as long as there is match in AKM and Ciphers.

« Change in ciphers or AKM when moving between APs, require a brand-new association.
« New AKMs backported to older generation APs (Wi-Fi 6E and Wi-Fi 6)

 Some older Wi-Fi 6 APs like 9120 and 9115 do not support GCMP256

]
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Wi-Fi 7 Client Roam Behavior - Enterprise

Wi-Fi 7 Wi-Fi 6E Wi-Fi 6 Wi-Fi 6
AKM 24/25, GCMP256 AKM 24/25, GCMP256 AKM 24/25, CCMP128
] Cat 9130, 9124 Cat 9120, 9115
V Seamless roam
6 = = o e e e === —— = . .
Connect to 6 GHz (preferably) GCMP256 for enterprise starting 17.18.3
V Seamless roam
e i i e i -
. V Seamless roam, if client initially joined with CCMP128
____________ x_ __ _Disconnect and Re-join, if client [u’gaﬂy_Jo_med with GCMP256
Wi-Fi 7 Client WLAN Profile:

WPAS3 Enterprise, AKM: FT/SAE-EXT-KEY, Cipher: AES, GCMP256

]
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Wi-Fi 7 Client Roam Behavior - Personal

Wi-Fi 7 Wi-Fi 6E Wi-Fi 6 Wi-Fi 6
AKM 24/25, GCMP256 AKM 24/25, GCMP256 AKM 24/25, CCMP128
—] Cat 9130, 9124 Cat 9120, 9115
V Seamless roam
(o ——————— -
Connect to 6 GHz (preferably)
V Seamless roam
e i e —->
. V Seamless roam, if client |n|t|aIIy Jomed with CCMP128

Wi-Fi 7 Client WLAN Profile:

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2025

WPAS3 Personal, AKM: FT/SAE-EXT-KEY, Cipher: AES, GCMP256
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Wi-Fi 7 Client Roam Behavior - OWE

Wi-Fi 7 Wi-Fi 6E Wi-Fi 6 Wi-Fi 6
AKM OWE, GCMP256 AKM OWE, GCMP256 AKM OWE, CCMP128
— Cat 9130, 9124 Cat 9120, 9115
V Seamless roam
l o J-—-=-—========== =>
Connect to 6 GHz (preferably)
V Seamless roam
e ol il el ->
. V Seamless roam, if client initially joined with CCMP1 28
L x_ L _D_|sEo_nn_ecit§n_d Re-join, if client mlga_lly_Jo_lned with GCMP256
WLAN Profile:

Wi-Fi 7 Client Enhanced Open, AKM: OWE, Cipher: AES, GCMP256

]
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Wi-Fi 7 Software Support Matrix

IOS-XE 17.18.1 or later CW9179F
Catalyst Center 2.3.7.10+ / 3.1.5+

IOS-XE 17.15.2 or later

Catalyst Center 2.3.7.6 . Cwa7sl
(for configuration) CW9a176l & D1
Catalyst Center 2.3.7.9 ' I
(for maps & assurance) -
IOS-XE 17.18.2 or later
Catalyst Center 2.3.7.11 / 3.2.3 , h CWor74l & E
IOS-XE 17.15.2b or later CW9172I
Catalyst Center 2.3.7.10 .
IOS-XE 17.17.1 or later
Catalyst Center 3.1.3 CW9172H
IOS-XE 17.18.2 or later
Catalyst Center 2.3.7.11 / 3.2.3 _ I CWa171l

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2025

MR 31.1.7 or later

MR 31.1.5.1 or later

MR 32.1.5 or later

MR 31.1.5.1 or later

MR 31.1.6.1 or later

MR 32.1.5 or later

Reference
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How do | start adopting Wi-Fi 77

Answer: Inter Release Controller Mobility (IRCM)

=;1 Scenario 1: If you’re in IOS-XE 17.12.x code
ff
C9800 Guest =/ - If you have already started your C9800 journey... &

Anchor Wave 1 Aps are still present (1700/2700/3700).
[ Secure Mobility Q 17.12.x « Introduce new AP hadware on the new supported 10S
(CAPWAP) 17.15.x XE release and support seamless roaming and Guest

/ SN— Anchor with exsiting C9800 networks

 The release combinations shown have been tested at

T et 2T scale, check IRCM deployment guide*
17.15.4d  Mobility ~ 17.12.6a

i » Fast & secure roam will only be supported if the WLAN

R — - - - - ' — - EEEE R profile is the same on the two WLCs
Catalyst Catalyst _
9800 9800 « Note: Anchor can be on AireOS as well (8.10 or 8.5
IRCM latest
@ @ @ @ @ @ *https://www.cisco.com/c/en/us/td/docs/wireless/controll
Wi-Fi 7 and Wi-Fi 6E APs 0 Wi-Fi 6E/6/5 & W1 APs er/technotes/8-8/b_c9800_ wireless_controller-
aireos_ircm_dg.html

Seamless roam for Wi-Fi 7 clients only if AKM and Ciphers Match

]
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How do | start adopting Wi-Fi 7?

Answer: Inter Release Controller Mobility (IRCM) Legacy Controller Supports IRCM
_
] E;j * Introduce new Wi-Fi 7 AP hadware on the new C9800 and support
Note: Anchor WLC AireOS E:/J seamless roaming and Guest Anchor with existing networks
can be C9800 Guest * This method allows the smooth coexistence of both controllers, with
r RF areas migrated as needed, without any overnight switchover.
o 8.10
Secure Mobility 3.5 IRCM Thinas t der-
A - If the controller is limited to 8.5 (5508, 8510), we will need a
— — special IRCM version (8.5.182.104), to connect them to I0S-XE

» Best to split the RF network into different areas, configuring
different RF group names between the legacy and IOS-XE
controllers.

17.15.4d Mobility
! 17.18.2 Group A 8.5IRCM

» Always configure the primary/secondary controller name in access

Catalyst points. The new controllers will reject unsupported APs, but if any
9800 AP could work in both controller types, this will avoid APs joining

the wrong one, or flip-flopping between them, until the migration is

ONONO @Ba@ ...
» Fast & secure roam will only be supported if the WLAN profile is the

Wi-Fi 7/6E and Wi-Fi 6 APSQ Wi-Fi5 and older APs ~ SaMe on the two WLCs

*https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes

‘, ............................................................................................... > _ . _ . .
Seamless roam for WPA?2 clients /8-8/b_¢c9800 wireless _controller-aireos_ircm_dg.html

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2025 CIsco
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Deploying and migrating to Wi-Fi 7

Key considerations & requirements

Power considerations Security requirements

Recommendation:

802.3bt (Cisco UPOE) ~ Mandatory:

is the suggested WPAS3 is mandatory for 11be rates
power input for full operation of AP and MLO.
802.3at (PoE+) and 802.3af (PoE) WPA3 was not required for prior

are also supported by the Wi-Fi generations (6 and below);
CW9179/CW9178I/CW9176I&D/ hence, it must be top of mind.
CW9174I&E/CW9172l &H/CW9171I
R dation: Recommendation:
ecommendation: Ensure uniform cell size for 5 and 6
Use a Multigigabit switch with 10G GHz cells. 2.4 & 5 GHz does not
Capability. need a new site survey

Review the current RF coverage of

Better user experiences with . e
speeds beyond 1 Gbps. Cat 6A 5 GHz network to achieve similar

cabling recommended, coverage for 6 GHz network.

Recommended I0S-XE version for Wi-Fi7 today: 17.18.3

]
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Wireless Active Testing
powered by ThousandEyes
on-prem

Mei 2026

CISCO

ThousandEyes®
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High-level architecture

Cisco
Thousand

Client Serving APs

CW9172H

Active Testing AP

Cisco Wireless 9800 Series Controller

Only APs need connectivity to the ThousandEyes backend ]

—

—~

W?reless |
TME Team
Y

© 2025 Cisco and/or its affiliates. All rights reserved.




Detailed architecture

Wireless LAN
Controller

(Q) WebUl / CLI

@ Onboarding
Configuration

1. ThousandEyes

CAPWAP

2.Wireless Active Testing
NETCONF

© 2025 Cisco and/or its affiliates. All rights reserved.

CAPWAP

CW9172H Access Point

Wireless
Active
Testing

)
iﬂ WLC Onboarding Config

* Download & Deploy
i Thousand Agent

@ TE Agent Communication

#=x Wi-Fi Connection Tests
Lol
*  (802.11, 802.1X/EAP, DHCP)

IOx App Hosting
EyesO

Endpoint Agent

Radio as a Client

W

Mgmt
Traffic

[a¥
<

ThousandEyes Endpoint Agent
Cloud Platform / Dashboard

CIsCO

Thousand

==t Thousand
S\ Ri11-00] Management
frmm—
111-00]

Thousand
Synthetic Tests
Scanned BSSID Y
(Next AP+SSID) —
%mmm Network
Container @rss] DNS =
Networking % App Integrations <
7 Webex
Wi-Fi Network/App ,_l_*'. MS 365
— Onboarding Synthetic -~ ;
= Test Test 3 G-Suite
Wik D )
2.4/5/6 GHz
Test BSSID
(Chosen AP+SSID) — =
| @ Wireless |
TME Team
N J




Minimum requirements

Hardware & software Licensing
CW9172H access point Cisco Wireless Essentials per access point
Any WLC type running 17.18.2+ ThousandEyes End User Monitoring Advantage license

per access point

A\ A\

© 2025 Cisco and/or its affiliates. Ig S reservt
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Supported tests

_ Network Services Tests

K2.4 GHz, 5GHz arm

6GHz

« WPA2 and WPA3
Open, Personal
and Enterprise

« Upto 3 SSIDs and
up to 5 BSSIDs on
a single band per
AP

\_ %

DHCP failures
DNS

EAP failures
Ping tests
First Hop
Router/Default
Gateway
Intranet Host
External Host

10S-XE Software \
|

k 17.18.2 or later

T

« Collaboration (e.g.
Webex, Teams,
Zoom)

\_ Y

Roadmap ltems [}
for 26.2.1 [ SCEP

© 2025 Cisco and/or its affiliates. All rights reserved.

« Packet Loss
o Jitter
« Latency

Max. number of SSIDs 3
per AP

l ereless
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Deployment steps




Deployment overview

Upgrade WLC to |
supported image

CW9172H connected to
the WLC

ThousandEyes connection string: h
« A connection string can be obtained from the
ThousandEyes dashboard

Configure Active Testing |
in WLC
i

« As with normal APs, tags are used to configure
testing APs

» Specific tags should be created and assigned
to testing APs

© 2025 Cisco and/or its affiliates. All rights reserved.

’I Q Configure tests in
/) ThousandFyes Dash
[

P 4

o’ ’,—’ Consume results in
- ’ ThousandEyes Dash

¥

\

Create SSID configs
« Specific SSID, authentication and scheduling

« Map agents (APs) to SSIDs to be tested
« Agent labels can be created to further automate

» As always in ThousandEyes create endpoint agent
tests

« Manually assign tests to agents or leverage agent
labels to automate

N

| >< —

©
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Cisco Ultra-Reliable Wireless Backhaul
FKA Fluid Mesh
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AGVs in manufacturing Situational awareness in rail Cranes and straddle Teleremote applications in
mining

carriers in ports

Industries

Autonomous robots and vehicles are
transforming industries and enterprises

Enterprise

Asset management in data Delivery services in Shelf scanning to keep Picking, packing, loading,
centers hospitality stores stocked in retail unloading in logistics

]
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Good Wi-Fi Is No Longer
Good Enough

High-stakes applications need more than just fast connections.
They need wireless that stays up every time, even in motion.

Traditional Wi-Fi wasn’t built for this.

Speed alone won’t cut it. You need ultra-reliability beyond what
Wi-Fi delivers

alfbal ]l
© 2026 Cisco and/or its affiliates. All rights reserved. CIsco
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Access and backhaul networks

Access networks Backhaul networks
Provide connectivity to end-user extends the core connectivity to remote assets for which
devices (such as computers, wired connectivity is not possible
smartphones, and IoT devices

@f @i@

Connectivity where fiber

isn’ ' nnectivity for
Isn’t available or too costly Connectivity fo

moving assets

© 2026 Cisco and/or its affiliates. All rights reserved.
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What is Cisco Ultra-Reliable Wireless Backhaul?
Reliable fiber-like wireless connectivity, anywhere

4 I 4 )
Connectivity where fiber isn’t Connectivity for moving assets
available or is too costly _I 4
| [ ﬁ. A
(« »H¢ ) (« >H¢ D) « »H¢ ) il —
@?W «?w
/N N
i \
o’ o
o \_ )

- - Ultra-fast failover
[ @&3 End-to End Overlay } h/laankdeofthefore break Multipath operation {@ Carrier-grade availability

alfbal ]l
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The R isn’t Silent

URWB # UWB

UWB is location awesomeness

URWB is roaming awesomeness

lllllllll
OOOOOOOOOOOOOOOO
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Supports highly flexible wireless architectures

Point to Point Point to Multipoint Mesh Mixed

Ultra-Reliable Wireless Backhaul to connect fixed and mobile
assets for Ports OTS, T2G, Entertainment, Mining, Smart Cities

© 2026 Cisco and/or its affiliates. All rights reserved. BRKIOT-2027




What makes URWB Ultra-Reliable?

-

? : End-to-End Overlay
2 3 End-to-End Overlay

Make-before-break

handoff Physical :

Multipath operations
(MPO)

@ Ultra-fast failover
Carrier-grade availability

Overlay

Overlay technology emulates a virtual switch over 802.11 wireless links, to
\ extend ultra-low latency (<10ms) connectivity to fixed or mobile assets

v

© 2026 Cisco and/or its affiliates. All rights reserved. BRKIOT-2027
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What makes URWB Ultra-Reliable?

End-to-End Overlay
Make-before-break
handoff

Make-before-break
handoff

Multipath operations
(MPO)

@ Ultra-fast failover
Carrier-grade availability

Make-before-break handoff ensures connectivity is established with
a new AP before dropping connectivity from the previous AP

]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKIOT-2027 cisco
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Multipath Operations

? : End-to-End Overlay

Make-before-break
handoff

Multipath operations
(MPO)

@ Ultra-fast failover
Carrier-grade availability

© 2026 Cisco and/or its affiliates. All rights reserved.

Multipath operations
(MPO)

Time diversity
Mitigates fading and medium
contention

Spatial diversity
Mitigates blockages and

MPO duplicates high priority packets over up to 8
obstacles different paths on uncorrelated frequencies at the
same time to multiple access points

Frequency diversity
Mitigates Interference

BRKIOT-2027
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MPO Duplication and Deduplication

Advantages:

» ~0% Packet Error Rate

« Ultra Low Latency (<10ms)
« Low Jitter (<1ms)

BEA BA

Primary Wireless Link

Ch1 De-duplication

BEEA HAO
AHHA

HoTd

Duplication

A ey

Critical traffic Only high priority

packets are duplicated

AEHA AEHA
\4
Secondary Wireless Link m PLC

Ch2

ENEEEE

Noncritical traffic

BIERENES

PLC

’@Q

Device

]
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One platform for Wi-Fi and URWB infrastructure

Others  wi-Fi o= Backhaul
access wireless
network network f’

Cisco . - .

i
JEE

rastructure

One management platform, One wireless infrastructure to install

Ultra-Reliable Wireless
—— Backhaul built-in Enterprise
Wi-Fi Access Points

Best of Wi-Fi combined with ultra-reliability by URWB to unlock unlimited use cases

]
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Unified infrastructure in a nutshell

Unified platform
Simultaneous URWB and Wi-Fi operations on Centralize management via WLC and Catalyst
the same AP Center, for both APs and wireless clients
Enable URWB on many WiFi6/6E and Wi-Fi7 Unified License experience

APs (IWs and CWs)

Catalyst -
Center

Radio 1 Radio 2

]
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Cisco Wireless with URWB

Supported platforms and priority

Wi-Fi 7 .

CW9a176l,

CW9176D1 Cw9178lI
Wi-Fi 6E '
Wi-Fi 6 .
C9130 C9124
(AXE, AXI) (AXE, AXI, AXD)

© 2026 Cisco and/or its affiliates. All rights reserved.

I0S XE 17.18.1

- IOS XE 17.18.2

" _F

IW9167E
IW9165E IW9165D I\W9167E-HZ IW9167I

Full list of supported APs: cisco.com/go/urwbmatrix

URWB on Cisco Wireless Use Case and Country Support:

]
BRKIOT-2027 CcIsco
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https://www.cisco.com/c/en/us/td/docs/wireless/access_point/technical-reference/b-urwb-on-cisco-wireless-use-case-and-country-support/m-urwb-on-cisco-wireless-use-case-and-country-support.html
http://www.cisco.com/go/urwbmatrix
http://www.cisco.com/go/urwbmatrix

Licensing

URWSB functionalities included as part of the current DNA or Unified Licensing model

URWSB Fixed Infrastructure
(Point-to-point links)

DNA Essentials

Cisco Wireless Essentials

URWB Mobility
(Mobile assets)

DNA Advantage

Cisco Wireless Advantage

© 2026 Cisco and/or its affiliates. All rights reserved.
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Simultaneous URWB and Wi-Fi operations
URWB Configuration on WLC

URWB configurable as a network capability in the WLC
— @] Interface [ Services A »

Logical Aire0S Config Transiator

i Ethermet Application Visibility

Dashboard : General
VRF Cloud Services
Wireless Custam Application

e
Monitoring 4 I loT Services

_ Layer2

%

\> i Bl e Irevte
\\ Conﬁguratlon > Discovery Protocals s
h Vi AN i
ACL Power Prohie
Advanced EAP Romote LAN

PKI Managemant RF/Radio

Gue st User lags

Local EAP | URWH Network Profile :l
Qch

WLANS

Threat Defonse V Wireless

Access Points

Feature available via an |OS-XE software upgrade

ol I 1l I b
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Thank you
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